Viral Dynamics, Algorithms, &
the Information Environment

Jennifer Allen
NYU Stern School of Business

NYU|STERN



Learning Objectives

* Distinguish vaccine misinformation and vaccine skeptical
content, and why gray area skeptical content is important

 Understand three types of information spread on social media:
subscription, network, and algorithmic

* Understand tools to access social media data

 Content moderation red-team activity to demonstrate
challenges of limiting vaccine hesitancy stemming from social
media



Figure 5
Use of Social Media and Al Is Tied to Belief in Vaccine Myths
Percent who say the following false claims about vaccines are definitely or probably true:
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Among adults who use social media for health
information:

At least weekly - - 32% - 23%
Monthly/Occasionally - 28% - 30% - 24% . 19%
Never 2 B 6% | B B 2%

Among adults who use artificial intelligence
(Al) tools or chatbots for health information:

At least weekly I 2% 35% B 2o B 22%
Monthly/Occasionally B 25 B 25 B 25 B 8%
Never I 2 B 20% Il 20% B 5%

Note: See topline for full question wording.
Source: KFF Tracking Poll on Health Information and Trust (May 7-31, 2026) « Get the data « Download PNG KFF




What social media do you use?




What social media content has the most
Impact on on vaccine hesitance?



Which of these would increase skepticism?

R, AMNA HUSAIN
PEDIATRICIAN, AUTHOR &
NCEF SUPPORTER

Watch my happy baby change
People say the Covid overnight after a round of shots
vaccine was designed to

change human DNA




Which of these received the most views?

R, AMNA HUSAIN
(ATRICIAN, AUTHOR &

PEDIATRICIAN, AUTHOR
UNICEF SUPPORTER

Watch my happy baby change
People say the Covid overnight after a round of shots
vaccine was designed to

change human DNA

601 views 741 views 2.3 million views



Which of these would violate TikTok’s
policies?

Our rules on harmful misinformation

Qur Community Guidelines prohibit harmful misinformation about health, elections,
climate change and more. When content goes against these rules, we remove it or
make it ineligible for the For You feed as outlined in our policies (learn about our
policies here). We take action on misinformation regardless of intent, Our policies apply
to both intentional “disinformation” as well as harmful misinformation that may not
have been shared with the goal of deceiving people.

R, AMNA HUSAIN To help ensure our moderation decisions are grounded in facts, we work with
PEDIATRICIAN. AUTHOR &

UNICEF SUPPORTER independent fact-checking partners who assess whether information is true, false, or
unverified. If you see misinformation that might break our rules, please report it.

When we take action on your content, we'll let you know through an inbox notification
or within the "Account Statys" page in your in-app Safety Center. You can also submit
an appeal if you think the moderation decision was a mistake. When you report harmful
misinformation, you can track the report’s outcome in the "Report Records” page in
your Safety Center,

601 views 741 views 2.3 million views



Impact

Does social media content impact vaccine hesitancy?
Which content has the biggest impact on vaccine hesitancy?

Reach Persuasive Effect

What kind of vaccine content do people see Which types of vaccine information influences
on social media? vaccine hesitancy?

Who does it reach?



What is the overall impact of vaccine-
skeptical content on social media on
vaccine hesitance?

1. Influence = what content induces vaccine hesitancy?

2. Reach = what determines is popular on social media?



Persuasive Effect

Which types of vaccine information influences
vaccine hesitancy?



Influence: what types of content change
vaccine hesitancy?



Persuasion background

* In general, persuasive content on social media has minimal
effects

* Changing minds is very hard!

e Evidence that vaccine misinformation can decrease vaccine

intentions, though mixed
* Large effect (6pp compared to true)

* Loombaetal (2021)

* Null effect

* De Saint Laurent et al (2022), Porter, Velez, and Wood (2022)

e Other drivers?



Harmful-to-Health Drives hesitancy

e Study which tested

130 pieces of vaccine

related content on social
media

 Harmful-to-health
predicts treatment

effects
» Effect persists even | s o sovaro
controlling for veracity =~ mimiiimmnmie

* Asymmetric -2 little

effect of positive content Suggests Vaccines are Helpful vs. Harmful to Health
(1 =Very Helpful, 5 = Very Harmful)



“Gray area” vaccine content

Elizabeth Johnston @ v
€ Dec 9, 2020 31 1147 A3

Vaccine in Development With “Optional”

Tracking Microchip
Ummmm..thooghts?

| VACCINE IN DEVELOPMENT WITH
"OPTIONAL" TRACKING MICROCHIP

121.5K POST VIEWS

2264K TOTAL ViEWS

P O 6.4x O 33k © 122¢

Family remembers fun-loving' woman
who died after COVID-19 vaccine as
authorities investigate
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False Information
A

Increases Increases vaccine
Skepticism confidence

\ 4
Accurate Information



False Information

MMR vaccine causes autism

The HPV vaccine causes infertility

Covid vaccine changes your DNA

Increases

.. 4+—
Skepticism
Raw VAERS counts

Rare cases of deaths Side effects

following vaccine

Personal stories

A

v

“There are no negative side effects”

Overstating efficacy of vaccine

Increases vaccine
confidence

Social norm correction

“Got the shot” posts from friends

- Vaccine efficacy information from doctor

Accurate Information



Authoritative Sources are Shifting

Vaccine Safety

EXPLORE THIS TOPIC - €1 SEARCH

Autism and Vaccines

KEY POINTS

+ The dlaim "vaccines do not cause autism” is not an evidence-based claim because studies have not ruled out the
possibiity that infant vacones cause autism

« Studias supporting a link have been ignored by haaith authorities.

* MHS has launched a comprehensive assessment of the causes of autism, including Investigations oo plausible biclogic
mechanisms and potential causal Links.



Reach: How content spreads on social media



Reach

What kind of vaccine content do people see
on social media?

Who does it reach?



Question: How does social media decide
what content to show you?



Social Media Is a “Complex System”

Platform Design

Human Behavior /

Consumers Creators

Social media pushes People are interested in
. . —
vaccine skeptical C———— P Inte |
vaccine-skeptical content

content

Emergent Effects




Types of Information Propagation

Subscription

Information is
broadcast directly
from author to
subscriber

Network

Information spreads from
user to user connected
through a network

Algorithm

Information is distributed
by algorithm based on
predictions of user
preferences
Narayanan, 2023



Types of Information Propagation

What User Sees

Examples

What determines reach

Platforms rarely fall into one category completely, but helpful to think about
Narayanan, 2023



Types of Information Propagation

Subscription

Algorithm

What User Sees

Examples

What determines reach

Posts authored by
those subscribe to

Substack, newspapers,
digital subscriptions,
podcasts, original IG,
original FB

Poster’s subscriber
count

Posts authored and
shared by those
they’ve subscribed to

Posts algorithm
predicts they will like
best

Word of mouth, web,
Twitter pre-2016,
Mastodon

TikTok, YouTube

Subscriber count &
content of the post

Content of the post

Narayanan, 2023



What model does your favorite social media
use?



Subscriptions

* Subscription models - e.g. podcasts, cable and mainstream
news — are an understudied by large proportion of the
information ecosystem

* Television is a major source of news — 5X time spenton TV
compared to online

* Americans spend 7 hours per week listening to podcasts; an
investigation found 1/10 of popular podcasts featured
misinformation (Edison; Wirtschafter, 2021)

* No algorithm or network
* Problem: Data Access



Case Studies:

IN DEPTH N

- FAMILIES SHARE PERSONAL IMPACTS OF MMR VACCINE js

Joe Rogan Local News



Networks

* Information spreads from account-to-
account on social media through
cascades, usually measured as chains
of reposts, reshares, and retweets

« Communities = a densely connected
cluster of accounts that mostly interact
with each other

* Hubs = influential users with lots of
connections (high degree)

community A community B

* Bridges = an account or accounts
linking otherwise-separate
communities (high betweenness)



Networks — VVaccines

* Anti-vaccine and pro vaccine b lobat ether .
community are highly ——— =
segregated

* Anti-vax smaller, BUT had more
connections/ bridges to the

“undecided” community and
grew faster

* Pro-vaccine cluster was more
of an echo chamber

* Risk: preaching to the choir

400 i 400 Number of Number of
200 200 individuals  clusters

Increasein O
cluster size (%)

ol Sy ol Vit Anti-vaccination 4.2 million 317
10" 107 105 107 107 10°% 10% 107 10" 107 10° 107 Pro-vaccination 6.9 million 124
Initial cluster size  Initial cluster size  Initial cluster size Undecided 74.1 million BHS



Networks - Virality

* Virality =/= popularity
* “Going viral” =whether content
spreads person to person in the

network, rather than “broadcast”
* Very unpredictable
* Highly unequal = fewer than 1

n
100,000 tweets reach 1,000
retweets I I
e Some evidence that false
| L R Y BRA " " P’- P ".:'_ — N

information is more likely to
spread “virally” or via “deep .
reshares” )



Case Study: Facebook Files, Covid-19
Vaccine

* Problematic vaccine content was highly

concentrated — 111 accounts (0.016% of b
authors) drove 50% of anti-vaccine content Pt

views in the most affected communities

* The top 100 groups and 500 pages accounted B
for ~8 % Of OWnStream VIeWS On antl_vax - :3:'A-i‘!x|v!t',‘::d]o'(rr_;»acam--hn'utrl comments 15 b
Content existent elsewhere

* But much as 25-50% of vaccine content views T TR
and 50% of comments were vaccine-hesitant e o s sy o :

* Spread from “core” (hubs) <->through
“inviters” (bridges) <->to periphery

* Key risk: Inviters / Bridges




Algorithms

* Social network -> social media

* Recently, shift from network
model to algorithmic model

e Platforms have more discretion
over what content is distributed

* Goal: recommend content that is
engaging

1 N f =
o aad :\._ }
- B i %
11 Repost 3
=y -
BB P xivp #xyzbea #oryou
Ji ahsaun -original sound «re

Following




Algorithms: Engagement Prediction

* Engagement = the moment-to-moment actions of the user with
content (watch, like, reshare, click)

* Goal: use features of the content to predict the user’s likelihood of

engagement with a post, given the past history of engagement
with similar posts

* You liked sports content in the past => show more sports content
* Platforms use machine learning algorithms to predict engagement

* Different platforms optimize for different types of engagement
(e.g. likes/shares/watches on Facebook, view time on TikTok)

* Engagement = more time on platform =» more money



What predicts engagement?

* It’s complicated (and personalized)

* Evidence that content that is
* Interesting
* Negative
* Novel
* Toxic
* Morally outraging

* Attracts engagement on social media

* However, high quality sources get more total views than low
quality sources




Vaccine Content & Engagement

* Some evidence that anti-vaccine attracts more engagement on
social media than pro-vaccine content, although mixed by
platform / time / vaccine

* People still to trustworthy news outlets during pandemic, with low
quality outlets capturing just 2.3% of web traffic and 14% of
engagement

* During pandemic, changing from engagement-ranking to trust-
ranking decreased misinformation and increased for trustworthy
sites (AP News, 2021)



Platform Actions

1

Friction “circuit breaker” Algorithmic Demotion Account Banning

d' TikTok Top

1 uaSCing mitim

8 4 is
Q For You % a Everyone’s mental haatn story 15 unique. Evpoaar yourse by loarming
X (-» g ‘ BBOUL 1N AUtiEm Spectrum Irom TRSTHE Souecrs. Learn mare
G Shop

@ Explara

Content removal Content promotion



Think-Pair-Share

* Think (2 minutes)

* Which platform actions (viral circuit breakers, demotion, banning) align
with different content models? Are there any other actions?

* What are the downsides or risk factors of each of these methods?
* Pair (4 minutes)

e Share with the person next to you, and discuss what the major risk factors
are

e Share (4 minutes)
* Discuss



Challenges: Data Acccess

* No longer accessible
 CrowdTangle (Facebook/Instagram public posts) — shut down Aug 2024
* Twitter/X academic APl — free tier ended 2023; enterprise access now runs
thousands per month
* Reddit Pushshift — restricted to moderators, 2023

e Status quo

* Meta Content Library — public FB/IG/Threads archive, but: approval required,
no raw download, analysis inside a virtual clean room, retrieval caps (~500k

records/week

* TikTok Research APl — US/EU academics only; documented coverage gaps and
reproducibility problems

* YouTube Data APl — quota-limited

* Potential future: DSA article 40



Meta Content Library
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Break



Activity: Vaccine Policy Red Team

1. Go through assignment & split up into 2 teams (5 mins)

2. Write a vaccine information policy for a multinational social
media company (15 mins)

3. Share policies with group (10 mins)

4. Brainstorm cases that would “break” the other team policy (15
mins)

5. Share “red team” examples (15 mins)
6. Finaldiscussion + Wrap Up (15 mins)



Bookface

Monthly active users
Countries of operation
Interface languages
Content posted daily
Revenue

Revenue driver

2.1 billion

180

41

~4 billion items
Advertising, 97% of total

Impressions, which scale with time on platform and total users



Content Distribution model: Algorithm and Network

1 Content similar to what the user has liked in the past
2 Content shared and liked by the user's connections and groups

3 Content that is popular elsewhere on the site



Bookface’s Goals

Maintain and Revenue is proportional to the amount of content
1 increase people see and the amount of time they spend on
engagement the platform

- EU Digital Services Act obligations says that

company must remove false information

- US state have introduced statutes viewpoint-
based moderation.

- There is active litigation asserting both too
much and too little.

2 Legal Compliance

Promote accurate The company wants to promote accurate public
3 health information health information and remove misinformation,
and limit health while preserving the platform as a public forum for

misinformation debate



Resources

15,000 across 20 sites, mostly outside the markets they

Contracted reviewers )
review

Median time per item 15 seconds
Daily review capacity ~1 million items

Content posted daily ~4 billion items

Automated classifiers, materially better in English than

First-pass triage
P g elsewhere

Third-party fact- 60 languages; a few hundred ratings per market per week;
checking 1-3 day lag



Round 1: Write the policy

1. Write a list of 3-5 rules targeting vaccine and health content

2. Each rule should specify the category of content and the action:
promote, no action, label, demote, or remove.

3. For each rule, how is content identified? Automated classifier,
experts, user report plus review, source, account-level
designation, or a hybrid. Consider the resources you have.



Discuss round 1



Round 2: Red Team

1. Come up with a list of 5 examples that test the policy

2. Example positions

1.

4.

You are an anti vaccine advocacy group. What strategies could you use
to evade the policy? Is there any content that might evade detection and
be promoted by the policy? Consider what we learned about what
content attracts engagement on social media, and the network
structure of pro and anti vaccine communities

You are a public health organization. Is there any content that might be
actioned by the policy that you would promote?

You are a politician. How might you attack the policy as being contrary
to your political views?

Is there a recent public vaccine crisis that would test the policy?



Discuss round 2



Other examples

A parent's account of her son's febrile seizure after his MMR shot

A news report: Chinese vaccine maker fined $1.3bn for falsified records
“Has anyone else's baby run a fever for two days after the 6-month shots?”
A cardiologist explaining myocarditis rates in young men after mRNA
vaccines

A parent saying she's spacing out her second child's schedule

“The vaccine is 100% effective. You cannot catch COVID or give it to
anyone.”

CDC guidance shifts and recommends different vaccine schedule

Anti vaccine advocates coordinated comment disagreement on promoted
pro-vaccine posts



Debrief



Case Study: Covid-19 Vaccine Information on
Facebook



Impact

Does social media content impact vaccine hesitancy?
Which content has the biggest impact on vaccine hesitancy?

Reach Persuasive Effect

What kind of vaccine content do people see Which types of vaccine information influences
on social media? vaccine hesitancy?

Who does it reach?



Combine Persuasive Effects & Exposure Data

Persuasive
Effects for 130

vaccine items .
Crowdsourci Pred|Cted

né Treatment
NLP model Effects for FB
Headlines

13K Facebook
Vaccine
Headlines
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Aggregate Impact of
Misinformation vs. Vaccine-
Skeptical Content

Misinformation content lowers
vaccine intentions by predicted Not Flagged
.05pp (0.07,.02) per user

Vaccine-skeptical content

lowered vaccine intentions by Misiniotmation
predicted 2.28pp (3.4, 1) per

user

A ~50X difference! " impact Per User

Fact Check Rating
- Misinformation
. Not Flagged



Top Stories,
Conditional on Exposure

r \
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et Intermatienid Paopds Feswr Sews dorvir
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Not one person with a brain
would take a Covid test or
vaccine after watching this
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Health care worker dies after second dose of COVID vaccine,
Investigations underway

Tim Zock, » resident of Omange who workad at an scute cars medcs center, el
11 within howrs of s second Plizer-BoNTech shot, He sprakd downward and
ched four clays later.

i

Top Stories,

Weighted by Exposure

A ‘healthy’ doctor died two weeks after getting a COVID-19 vaccine;
CDC is Investigating why

The death of Dr. Gregory Michael, a Miami-Beach obstetrician, could be the
first linked to Pfizer's COVID-19 vaccine. Health officials from Flerlda and the
Centers from Disease Control and Prevention are investigating what role, if ...

>50 million people viewed
9 million = all misinformation

Utah woman, 39, dies 4 days after 2nd dose of COVID-19 vaccine;
autopsy now completed

SALT LAXE CITY (KUTV] — During 8 XUTV mvestgetion nto COVID-15 waccne side
elfocts and where to report them, we foura four roported deaths, filed by Utah
familes aod they caregiwrs 10 the CDC'S Vacdne Adverse Effects Reponing






Not just a Facebook problem
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